MITHUN SECURITIES PRIVATE LIMITED

PASSWORD POLICY AND PROCEDURES
1. Overview

 Passwords are an important aspect of computer security. They are the                   frontline of protection for user accounts. A poorly chosen password      may result in the compromise of Mithun Securities entire corporate network. As such, all employees (including contractors and vendors with access to Mithun Securities systems) are responsible for taking the appropriate steps, as outlined below, to select and secure their passwords.

2. Purpose
The purpose of this policy is to establish a standard for the creation of strong passwords, the protection of those passwords, and the frequency of the change.

3. Scope

The scope of this policy includes all personnel who have or are responsible for an account (or any form of access that supports or requires a password) on any system that resides at any Mithun Securities, has access to the Mithun Securities or stores any non-public information.
4. Policy
                  4.1.   General

· The Password is masked at the time of entry.
· System mandated changing of password when the user logs in for the first time.
· System controls to ensure that the Login id of the user and password should not be the same.
· System controls to ensure that the password should be of minimum six characters and not more than twelve characters.
· System controls to ensure that the password is encrypted at members end so that employees of the member cannot view the same at any point of time.
4.2.   Account Lockout
· Automatic disablement of the user on entering erroneous password on three consecutive occasions.
4.3.    Expiry Duration
· Automatic expiry of password on expiry of password on expiry of 14 calendar days.
· System controls to ensure that the password is alphanumeric (preferably with one special character), instead of just being alphabets or just numerical.
                  4.4.    Reset Procedure

· System controls to ensure that the changed password cannot be same as the last Password.
5. Enforcement
 Any employee to have violated this policy may be subject to disciplinary action and loss of network privileges.
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